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&W La vostra RETE

" Quali servizi sono presenti?
" Sono configurati in modo sicuro?
" Su quali macchine girano?
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&W Domanda...

Quanto e’ “sicura” la
vostra rete?



+

..qul arriva NESSUS



&M NESSUS

e’ un security scanner capace,
da remoto, di identificare il
sistema operativo e | servizi che
girano su una o piu’ macchine e
di individuarne gli eventuali punti
deboli
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&M Cosa fa

" Cerca i servizi che girano su una
macchina e le versioni deli
programmi che li gestiscono

" Prova realmente gli exploit noti
(~900 ad aprile 2002)

" A richiesta puo’ lanciare dei DOS

Francesco M. Taurino



NESSUS non da nulla per
scontato.

Alcuni servizi possono girare
SuU una porta non standard
Es: un web server potrebbe

girare sulla porta 1234
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Alcuni riconoscimenti

- 6/2000 NESSUS e’ risultato il primo classificato in un

confronto fra prodotti commerciali e
gratuiti, ed e’ ATTUALMENTE in cima alla
lista dei security tools sul sito

http://www.insecure.org/tools.htmi

- 3/2002 NESSUS e’ stato premiato come miglior tool

gratuito di sicurezza da “Information Security
Magazine”

durante il “Security Excellence Award 2002"

http://www.infosecuritymag.com
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w Caratteristiche principali

Architettura a plug-in

2. Database delle vulnerabilita’
costantemente aggiornato (alcuni
script vengono rilasciati dallo staff di
NESSUS poche ore dopo la
pubblicazione di un nuovo bug sulle
mailing list della sicurezza)

3. | nuovi script di test vengono scaricati
e installati facilmente (comando
‘nessus-update-pluwglns )
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¥

1. Ricerca intelligente dei servizi (porte
non standard, servizi multipli)

2. Test condizionali (se il servizio web
non c’'e’ gli attacchi CGI non vengono
lanciati)

3. Velocita’ di esecuzione (scan In
multithread)

2. NASL (Network Attack Scripting
Language) e C come linguaggi per gli
SC I‘i pt Francesco M. Taurino
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4.

Client/Server

Client multipiattaforma (con
criptazione del traffico)

Supporto CVE (Common
Vulnerabilities and Exposures)

Report in Latex, ASCII, HTML, XML

Francesco M. Taurino
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+

Inoltre e’ Open Source, ed
essendo rilasciato sotto la
licenza GNU...
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&W La storia di NESSUS

" Apr/98

Nov/99
1Q/2000

Giu/2001
test)

Ago/2001

Apr/2002
test)

Alpha 1
Nessus 0.99

Nessus 1.0
Nessus 1.0.8 (681

Nessus 1.1.3 (exp. version)

Nessus 1.2.0 (~900
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&W Installazione

" || server Nessus gira su
piattaforma unix

" Esistono client per unix e Windows

" Per la compilazione seguire le
Istruzioni del mini-howto
disponibile su

http://www.na.infn.it/cdc/cdcdocuments.asp
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w Come fare uno scan

1.
2.
3.

Lanciare il client ‘nessus’
Selezionare un server Nessusd

Selezionare i tipi di test da
effettuare

Configurare le opzioni dei plug-in
Selezionare il port scanner
Inserire il target

Lanciare lo scan

Francesco M. Taurino
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. =w Messus Setup

MNessusd host Plugins Prefs.  Scan options | Target selection ‘ User | KB ‘Credjts ‘

Flugin selection-
hisc. B
CiE] abuses

FRemote file access
General

R E

Gain root remotely
Cenial of Zervice
Fain a shell remotely
seless services
Backdoors
|Untested

X% 1%

TI#E T =71 ®

[*]
‘ Enable all H Enable all but dangerous plugins | |'Disab|e_ all || Uipload plugin... |

® Enable dependencies at runtime | Filter.., |

|AFS client version

| ~manda client versian

Amanda Index Server version

ACLserver Default Password

Apache Auth kdodule SGL Insertion Attack
Determine if Bind 9 is running

BIMD wulnerable to DMNS starm

lIseable remote name server

Determine which version of BINDG name daemon is running
Cobalt YWeh Administration Server Detection
Compag WEBER Zerver Detection

A CW3 pserver is running

DCShop exposes sensitive files

E3 &

L]}

XX X ¥ X X X ¥ X ¥ X

Start the scan | | Load report | | Ghuit |

| LU n L
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N‘essusd"ho"s't-| Plugins ‘ Prefs. i'Targét‘s;é}ectinﬁ'| User | KB | Credits

=can options

Fort range :
[T Consider unscanned ports as closed

tumber of hosts fo fest at the same time ;

Mumber of checks to perform at the same time ;
Path to the CiGls

= Do a reverse lookup on the IP befare testing it
[7 Optimize the test

& Zafe checks

[= Designate hosts by their MAC address

[ Detached scan

1-65535

40

a0

fcgi-bindscripts

[7 Continuous scan

‘taurino@na,infn.it

Port scanner:

scan for LaBrea tarpitted hosts
Ping the remote host

FTF bounce scan

Nmap tcp connect() scan

| B

1% "X
T

Start the scan | | Load report

| | Gt

Francesco M.

Taurino
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=w Scanning netwatk from localbiost
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&M A test esequito

Alla fine del test viene presentato
un report con la situazione delle
varie macchine ordinato per
numero e gravita’' dei bachi
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IG" Report

Subnet - | Port :J| Severity =
0l 1 [a] | A Security Warning
ssn (138/cp) [« Security Mote
& nethios-ns (137/udp) [7] Security Hole
E||_di] I 1]
e
[ el
You are running a version of Open3sH which is older than 3.0.2,
sians prior than 3.0.2 are wulnerable to an environment
=
Host =
= . 19213513232 [2
B, 192.135.13.233
R RITIEE H Solution ;
= A\ 192.135.13.235 Sl
=, 192.135.13.23B R
S . 19213513237
= . 182.135.13.238
¢ 182.135.13.240
g : 197 195.13.241 You are running a version of Open35H which is older than 3.0.1.
& 189213513245 - ; :
g . 1892.135.13.247 Versions older than 3.0.1 are vulnerable to a flaw in which
= A 197 195.13.245 an attacker may authenticate, provided that Kerberos ' support
= o 197 19515249 has been enabled (which is not the case by default).
= A 197 195.13.250 = Itis also vulnerable as an excessive memory clearing bug,
; e believed to he unexploitable.
=, 192.135.13.251 P ||
¢ 18213513252
g :: 192.135.13.253 % *** %ou may ignore this warning if this host is not using
Bl @ 1971303254 [l oefberas =l
| Save report.. | | Close window |

Francesco M. Taurino

20



:J| Severity = |
S s e ] | T e S
sunrpc (11 14cp) Bi; i Lo

55 3] [
generaliudp Il
generalitcp =l

LR | ISR

aialalaralelelalalalaalE  GROEIE &
0B« 00« <=« O i

182.135.13.162.

192.135.13.163
192.135.13.164
192.135.13.165
192,135 B
192.135.13.167
182.135.13.168
192,135.13.163
192.135.13.170
192.135.13.171
182.135.13.172
192,135.13.173
192.135.13.174

182.135.15.175

192.135.13.176
192.135.13.177
192.135.13.178
192.135.13.179

B

[=lni

=== L=

'« asshserver is running on this port

remate S3H daemaon supports the following wersions of the
protocol ;

Femote 55H version : 33H-1.99-0pen33H_3.0.2p1

Save report..

| | Close window
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*M Report in html

Questo report rende visibili le
vulnerabilita’ delle macchine
testate in pagine html con link
al riferimenti CVE e ai siti con gli
eventuali aggiornamenti da
applicare

http://people.na.infn.it/~taurino/nessus

Francesco M. Taurino
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Messuz Report - Netscape

File Edit “iew Go Communicator Help

e e A D 2 w3 & B @

Back Forward  Reload Haome Search  Metzcape Print Securty Shop Stop

=

va Bookmarkz \g{ Lcu:atiu:un:Ihttp:.-".-’peu:uple.na.infn.it.-"”taurinu:u.-"nessus.-"

j ﬁ' “wihat's Related

The Messus Security Scanner was used to assess the secunty of 8 hosts

* 11 security holes have heen found
* 70 security warnings have been found
* 42 security notes have heen found

[

Part I : Graphical Summary :

Security Risks

Hight1aE)

Serious(SEl

Medium( 16

oW eI

l@ [=iB=| |Document: Cione
A Slﬂlt”J & ks EE |J Miu:ru:usnft PawerPaint - [NE...“@ Nessus Beport - Nets.




Messuz Report - Netscape

File Edit “iew Go Communicator Help

e e A D 2 w3 & B @

Back Forward  Reload Haome Search  Metzcape Print Securty Shop Stop

=

va Bookmarkz \g{ Lcu:atiu:un:Ihttp:.-".-’peu:uple.na.infn.it.-"”taurinu:u.-"nessus.-"

j ﬁ' “wihat's Related

Host dangerous host weight in the global insecurity

axntna.na.infn.it (308

Others(Fol)

[

Part II. Results, by host :

wmmtnanamninit  (found 6 security holes)
azntmzananfhit  found 2 security holes)
Ltest na nfi it {found 1 security hole)
hizna2 nainfh it (found 1 security hole)

l@ [=iB=| |Document: Cione
A Slﬂlt”J & ks EE |J Miu:ru:usnft PawerPaint - [NE...“@ Messus Beport - Nets.




w Novita' di NESSUS 1.2

" Safe checks

" IDS Evasion

" Knowledge Base saving

" Test “mirati”

" Scalabilita’ migliorata

" Nuovo formato dei file di report

Francesco M. Taurino
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*W Riferiment;

" Nessus
http://www.nessus.org
" NMAP
http://www.insecure.org/nmap
" GTK
http://www.gtk.org
" CVE
http://cve.mitre.org/

Francesco M. Taurino
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